Privacy policy for the website radioactivity-ctf.de
We look forward to your visit to our website. The protection of your personal data (hereinafter:
data) is very important to us. With the help of this privacy policy, you can get an overview of what
data is collected and processed when you visit our website and when contacting us. You will find
information on what control and information rights you may have.

I.

Who are we and how can you reach us?
The responsible party concerning all data processing issues is
IAV GmbH Ingenieurgesellschaft Auto und Verkehr
Carnotstraße 1
10587 Berlin
Please submit any questions, concerns or comments you have about this privacy policy or
any requests concerning your personal data to our Group Data Protection Officer.
You can contact them by post:
IAV GmbH Ingenieurgesellschaft Auto und Verkehr
Datenschutzbeauftragter
Carnotstraße 1
10587 Berlin
as well as via e-mail: datenschutzbeauftragter@iav.de.

II.

What data is processed when visiting our website?
A.

Log-Files
Description and scope of data processing:
When visiting our website, the following data is automatically transmitted by your
browser:






Your IP adress
Date and time of access
The website from which access takes place (referrer-URL)
The website that was called
The used browser and its version (as far as transmitted by the browser)

Purposes of data processing:
The temporary storage of this data is necessary to enable delivery of the website to
your computer and to ensure the functionality of the website.
Legal basis:
We store this data temporarily because of legitimate interests (Art. 6 (1) f DSGVO).
Our legitimate interest lies in achieving the purposes described above.
Memory duration and control options:
The IP address is stored anonymous. The data will be deleted if they are no longer
necessary for the purpose. Log files are always deleted after 7 days.

B.

Cookies

Description and scope of data processing:
When visiting our websites, we set cookies. Cookies are small files that are sent to
and stored in your device by the websites you visit. Cookies contain a characteristic
sequence of characters, the so-called cookieID, with which your browser can be
identified when calling our websites again.
We use session cookies to ensure that you can navigate uninterrupted e.g. by
remembering language and by preserving authentication to secure parts of the
domain.
Purposes of data processing:
Cookies are essential for running our website more user-friendly and they are the
key to guarantee certain functionalities.
Legal basis:
We use cookies because of legitimate interests (Art. 6 (1) f DSGVO). Our legitimate
interest lies in running our web sites and providing the user a seamless experience.
Memory duration and control options:
Session cookies expire when you close the browser.
You can review the options available to manage cookies in your browser. The
browser can be used to manage cookies relating to basic functions, site
improvement, personalisation and advertising. Different browsers use different
ways to disable cookies, but they are usually found under a Tools or Options menu.
You can also consult the browser’s help menu. Disabling cookies may prevent you
from using certain parts of our websites.

III.

What data is processed when you register on our website, create a user profile and
participate in our contest?

Description and scope of data processing:
When you create an account on our website, we collect your nickname, your e-mail address
and your password, which is saved in cryptographically secured form. These data are
mandatory. We need this information to create your user profile and allow you to participate
in the contest.
You may also voluntarily specify your country of residence.
We record which challenges you participate in and when, how your progress is in the
respective challenges and which challenges have been successfully completed by you. We
also save what score you have.
Your nickname and - as far as indicated - your country, the score and the successfully
completed competition are visible in the high score for all registered users.
Purposes of data processing:
We need your registration information to create your user profile and allow you to participate
in the contest. The data of competition entry and individual challenges allow us to conduct
the competition and determine the winners. We use your e-mail address to send you a
winning notification if necessary.
Legal basis:
We process your data for the execution of pre-contractual and contractual actions, which are
carried out at your request (Art. 6 Abs. 1 b DSGVO).
Memory duration and control options:

Your personal data is retained for as long as the contest runs and for the duration of
statutory limitation periods, usually 3 years.
The websites are expected to be online by the end of November 2019. Until then, you can
change the specified e-mail address in your user profile. You can also delete your user profile
at any time. In this case please send an e-mail to radioactivity-ctf@iav.de.

IV.

What data will be processed when you contact us?
Description and scope of data processing:
We collect and process the information you provide us with, such as your contact details,
name and concerns when you contact us by e-mail. All data you submit to us will be
transmitted encrypted between your browser and our server.
Purposes of data processing:
The data processing takes place exclusively on basis and to the treatment of your inquiry.
Legal basis:
We process your data for the execution of pre-contractual and contractual actions, which are
carried out at your request (Art. 6 Abs. 1 b DSGVO).
Memory duration and control options:
We store your data for as long as we need to process your request. In addition, we store
certain data for the duration of statutory limitation periods (usually 3 years, in individual
cases up to 30 years) and as long as statutory retention periods (eg from the Commercial
Code, the Tax Code) dictate (as a rule, a maximum ten years).

V.

What data is processed when you submit email information about follow-up
events?
Description and scope of data processing:
After login you can subscribe to email information informing you about follow-up events on
this contest or similar competitions (e.g., hackatons). The invitations are occasionally given at
irregular intervals.
Purposes of data processing:
We process the data in order to provide you with information on follow-up events.
Legal basis:
The legal basis for this processing is Article 6 sec. 1 a DSGVO.
Memory duration and control options:

If you are no longer interested in the invitations, you can revoke your consent at any time by email to radioactivity-ctf@iav.de. Your data will be deleted immediately from the mailing list.
VI.

Who receives your data?
Jobs within IAV GmbH
Within IAV GmbH only those jobs have access to your data which need it for the described
purposes.

Service providers who support us
We transmit your data to our service provider CPU24/7 who supports us in the area of
hosting the websites.
These service providers are contractually obliged to comply with data protection
requirements and confidentiality. Service providers who are contract processors have
signed a contract to ensure that data is processed strictly in accordance with our
instructions.

VII.

What rights do you have and how can you exercise them?
A.

Revocation of consent

You may withdraw your consent to the processing of your personal data at any time with
effect for the future. Please note that the revocation has no effect on the lawfulness of the
previous data processing and that it does not extend to such data processing, for which there
is a legal reason for permission and which therefore can be processed without your consent.

B.

Further rights
According to Articles 15 to 21 and 77 of the EU General Data Protection Regulation
(DSGVO), if the legal prerequisites are met, you are entitled to the following data
subjects rights:
Right of access:
You as the data subject have the right to obtain from the controller confirmation as
to whether or not personal data concerning you are being processed, and, where
that is the case, access to the personal data, Art. 15 DSGVO. You have the right to
obtain a copy of the personal data undergoing processing. For any further copies
requested by the you, we may charge a reasonable fee based on administrative
costs. Information about this can be found in our current price and service list.
Right to rectification:
You have the right to obtain from us without undue delay the rectification of
inaccurate personal data concerning you. You also have the right to have
incomplete personal data completed, Art. 16 DSGVO.
Right to erasure:
You have the right to obtain the erasure of your personal data without undue delay.
This right does not apply to the extend that processing is necessary
-

for the establishment, exercise or defence of legal claims
for archiving purposes in the public interest
for compliance with legal obligation

Art. 17 DSGVO.
Right to restriction of processing:
Under certain circumstances, you have the right to obtain from us restriction of
processing, e.g. the accuracy of the personal data is contested, the processing is
unlawful or you have objected to processing pursuant. As a result, your data may
be processed only to a very limited extent without your consent, e.g. to assert,
exercise and defend legal claims or to protect the rights of other natural and legal
persons, Art. 18 DSGVO.
Right to object:
Where personal data are processed for direct marketing purposes, you
have the right to object at any time to processing of personal data

concerning you for such marketing. You have the right of objecting to the
processing of data for direct marketing purposes at any time. In addition,
if you have special reasons, you may at any time object to the data
processing that takes place on the basis of a legitimate interest, Art. 21
DSGVO
Right to data portability:
You have the right to receive the personal data concerning you, which you have
provided to a controller, in a structured, commonly used and machine-readable
format and you have the right to transmit those data to another controller without
hindrance from the controller to which the personal data have been provided, Art.
20 DSGVO.

C.

Contact ways
You can exercise your rights through the following contact channels.
Postal to the address of the responsible person:
IAV GmbH Ingenieurgesellschaft Auto und Verkehr
Datenschutzbeauftragter
Carnotstraße 1
10587 Berlin
or by email to: datenschutzbeauftragter@iav.de.

C.

Right to complain to a supervisory authority
If you e.g. believe that our data processing is unlawful or we have not granted the
rights described above to the extent necessary, you have the right to lodge a
complaint with the relevant data protection supervisory authority.
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